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Executive Summary

Identity theft is a growing crisis in Colorado. During the past three years, the number of Colorado consumers who have filed identity theft complaints with the Federal Trade Commission (FTC) has increased by more than 65 percent. Colorado now has the fifth highest per capita rate of identity theft, up from the eleventh highest in 2002.

Easy access to consumers' confidential identifying information, including social security numbers, has contributed to this epidemic. Credit card companies, merchants, credit bureaus and other businesses do not adequately safeguard consumers' private financial information, making it relatively easy for thieves to steal this data and use it to take out new credit or to rack up charges on existing accounts.

While Colorado has taken some steps to protect consumers, more needs to be done to prevent the crime and give victims the ability to clear their names.  CoPIRG is calling on the legislature to take the following seven steps to help stop identity theft in Colorado:

1.  Increase criminal penalties for identity theft by making the crime a felony in Colorado.

2.  Give consumers the right to freeze thieves out of their credit files.  Allow consumers to block access to their credit reports and scores until they affirmatively unlock their credit files by contacting the credit bureaus and providing a security code.

3.  Restrict the invasion of financial privacy by eliminating the "credit header" loophole that allows credit bureaus to share consumers' personal identifying information, including social security numbers, to marketers and others.

4.  Provide consumers with low-cost monthly access to their credit reports so they may monitor them for fraudulent activity.

5.  Require businesses to notify their customers when a security breach puts them at risk of identity theft.

6.  Prohibit businesses from using consumers' social security numbers on identification cards.

7.  Require businesses to meet minimum standards for the proper disposal of documents that contain consumers' private financial information, and extend this standard to any third-party vendors that businesses use to destroy records.
Overview

Who steals my purse steals trash, but he that filches from me my good name, robs me of that which not enriches him, and makes me poor indeed.

-William Shakespeare, Othello

Over 400 years ago, William Shakespeare understood that one of the most valuable things we have is our good name. In modern times, the most common reflection of our reputation as a trustworthy consumer is our credit report. Unfortunately, the information contained in our credit reports, which are bought and sold daily to nearly anyone who requests and pays for them, does not always tell a true story. 

Credit bureaus collect and compile information about consumer creditworthiness from banks and other creditors and from public record sources such as lawsuits, bankruptcy filings, tax liens and legal judgments. The three major credit bureaus—Experian, Equifax, and Trans Union— maintain files on nearly 90 percent of all American adults. Those files are routinely sold to credit grantors, landlords, employers, insurance companies, and many others interested in the credit record of a consumer, often without the consumer's knowledge or permission. 

Several studies since the early 1990s have documented sloppy credit bureau practices that lead to mistakes on credit reports—for which consumers pay the price.  The most recent study of credit reports by CoPIRG found that twenty-five percent of surveyed reports contained serious errors that could result in the denial of credit, such as false delinquencies or accounts that did not belong to the consumer.
  Other reports from Consumers Union, an independent credit reporting association, and the Federal Reserve have found similar problems with credit reports.

Consumers with serious errors in their credit reports can be denied credit, home loans, apartment rentals, auto insurance, or even medical coverage and the right to open a bank account or use a debit card. Consumers with serious errors in their reports who do obtain credit or a loan may have to pay higher interest rates because the mistakes falsely place them in the sub-prime, high-cost lending pool.

Some of these errors are the result of identity theft.  Identity theft is the taking of another's personal information –such as social security number, name or date of birth—for the purpose of assuming the victim's identity to commit fraud.  It has been called one of the fastest growing crimes.  In September 2003, the Federal Trade Commission released a survey showing that 27.3 million Americans have been victims of identity theft in the previous five years, including 9.9 million people in the previous year alone.
  According to the survey, identity theft costs businesses and financial institutions nearly $48 billion and consumer victims reported $5 billion in out-of-pocket expenses in 2002 alone.

To guard against these harms, states have long taken the lead in protecting consumers' privacy and ensuring the accuracy of credit reports. In 1992, Vermont was the first state to pass a law providing a free annual credit report on request, followed by Colorado, Georgia, Maine, Maryland, Massachusetts, and New Jersey. California adopted other comprehensive reforms in 1994 and later became the first state to require disclosure of credit scores and protections for identity theft victims. Congress eventually followed the states' lead, adopting some credit reporting reforms in 1996 and criminalizing identity theft in 1998. 

In December 2003, Congress passed the Fair and Accurate Credit Transactions Act (FACT Act).
 With the FACT Act, Congress significantly amended the Fair Credit Reporting Act (FCRA)
, which provides consumer protections regarding the use, accuracy, and privacy of consumer credit reports.  Through its passage, the financial industry won its primary goal: permanent preemption of stronger state credit and privacy laws in several, but importantly, not all areas. The FACT Act also included several modest consumer reforms, including the right to a free annual credit report on request from national credit bureaus and new requirements to increase the accuracy of reports.  However, these improvements come at the very high and unacceptable price of preemption of some state regulation. In addition, many of the new consumer protections provided in the 2003 amendments solely rely on agency enforcement and explicitly do not allow consumers a federal right of action to sue violators.

Fortunately, while some areas of state authority are preempted under the revised FCRA, states do retain significant authority to continue to protect their residents, including the prevention and mitigation of identity theft, protection from unfair use of credit scoring, and notification of and protection from the leaking or misuse of confidential information such as Social Security numbers.  

This report seeks to address those areas not preempted by the FACT Act, and provides seven solutions for Colorado to extend consumer rights and protections to their citizens.

The proposals below are not intended to be all-inclusive; consumer and legislators should contact us with other ideas they believe fall outside the FCRA’s preemption provisions. However, the proposals described below provide a starting point to close important gaps in consumer protections left unaddressed by the Congress. 

These seven solutions provide improved protections for consumers against identity theft and the misuse of personal information, and grant consumers an explicit right of action against such misuse, allowing for recovery of damages, attorneys fees, and costs.  These policy proposals could be enacted as discrete, separate pieces of legislation or as a single package.    

Identity Theft in Colorado

Identity theft is on the rise in Colorado.  During the past three years, the number of Colorado consumers who have filed identity theft complaints with the Federal Trade Commission (FTC) has increased by more than 65 percent.
  Colorado now has the fifth highest per capita rate of identity theft, up from the eleventh highest in 2002.

Top States for Identity Theft

	2002
	
	2003
	
	2004
	

	State Ranking


	Victim Complaints

Per 100,000
	State Ranking
	Victim Complaints

Per 100,000
	State Ranking
	Victim Complaints

Per 100,000

	1. D.C.
	 123.1
	1. Arizona
	122.4
	1. Arizona
	142.5

	2. California
	   90.7
	2. Nevada
	113.4
	2. Nevada
	125.7

	3. Arizona
	   88.0
	3. California
	111.2
	3. California
	122.1

	4. Nevada
	   85.3
	4. Texas
	  99.3
	4. Texas
	117.6

	5. Texas
	   68.9
	5. Florida
	  83.0
	5. Colorado
	 95.8

	6. Florida
	   68.2
	6. New York
	  82.4
	6. Florida
	 92.3

	7. New York
	   66.9
	7. Oregon
	  81.7
	7. New York
	 92.0

	8. Washington
	   66.1
	8. Colorado
	  81.3
	8. Washington
	 91.1

	9. Maryland
	   66.0
	9. Illinois
	  77.4
	9. Oregon
	 87.8

	10. Oregon
	   64.3
	10. Washington
	  77.3
	10. Illinois
	 87.6

	11. Colorado
	   61.8
	11. Maryland
	  74.9
	11. Georgia
	 84.3


The complaints filed with the FTC are just the tip of the iceberg.  Generally, few consumers actually file complaints when they are harmed by a practice.
 In addition, a 2003 national survey sponsored by the FTC reveals that many more consumers are victims than the complaint data indicates.  While the FTC received 404,336 identity theft complaints in 2002, the national survey found that an estimated 9.9 million Americans were victimized by identity theft that same year.

Colorado has passed a few progressive measures to address credit errors and identity theft.  Colorado residents are able receive a free credit report each year to ensure that these reports accurately reflect their credit history.  Last year this right-- where Colorado was one of six states that led the way-- finally became a federal law as a part of the FACT Act.  In 2004, Colorado state lawmakers passed three CoPIRG-backed bills that will help protect consumers by limiting use and display of social security numbers, requiring credit card companies to verify applicant identities, and helping victims clear their names if their identities are used in connection with a crime they did not commit. 

Additional protections, however, are needed. Victims of identity theft, and consumers in general, still need options to control the use of their personal information so they can prevent identity theft before it happens. 

FEDERAL LAW OFFERS ONLY LIMITED PROTECTIONS TO INDIVIDUALS WHO ALREADY HAVE BECOME VICTIMS

At the federal level, the recently enacted Fair and Accurate Transactions Act of 2003 ("FACT Act") contains several provisions that assist victims in restoring their credit:

· Victims can place a fraud alert on their credit file.  If consumers believe that they may be victims of fraud, they can place a fraud alert on their credit file that will require creditors to take additional steps to verify an applicant's identity before issuing credit.  Consumers can place an initial fraud alert on their file by calling any one of the three major credit bureaus, and it will notify the two other bureaus. If consumers want to extend this alert beyond 90 days, they will to have to file an identity theft report with federal, state or local law enforcement authorities and provide any additional documentation the credit bureaus reasonably require in order to verify the validity of the fraud.  

· Victims can get additional free copies of your credit report.  Consumers who place an initial fraud alert on their credit file can receive a free copy of your report from the three major credit bureaus.  With an extended alert, consumers are entitled to two free reports over the course of the next twelve months.

· Victims can block fraudulent information in their credit file. Victims of identity theft can block the reporting of any information in their credit report that is the result of identity theft.  To exercise this right, victims need to file an identity theft report and provide the credit bureau with proof of identity.  The credit bureau may refuse or cancel a consumer's request for a block if they do not provide it with the necessary documentation or if they make any material misrepresentations of fact.  

· Victims can get documents regarding the fraud.  A business or creditor must provide identity theft victims with copies of any applications or business records related to the fraud if the victim request this information in writing. 
The new federal law is a step in the right direction, but more needs to be done to protect consumers from identity theft before it happens.  Fortunately, while Congress preempted states from regulating some aspects of credit reporting, the FACT Act allows states to take additional steps to help prevent identity theft.

IDENTITY THEFT SOLUTIONS FOR COLORADO

There are a variety of options available to state legislators interested in aiding victims of this crime.  By building on the federal FACT Act provisions, Colorado lawmakers have an opportunity to pass measures that will both aid victims and prevent the crime from occurring.  Congress, after years of neglect, has finally made some of the best of the state-passed identity theft laws nationwide; now, it is up to the state to build on what they have done to further strengthen the rights of consumers to prevent the crime.

The Colorado Public Interest Research Group recommends the following seven solutions as viable measures that will relieve our state from its current susceptibility to this crime.  They are compatible with current federal laws, and are not mutually exclusive of one another.  If passed, these seven laws would place Colorado among the leaders of identity theft prevention in the country.    

1. Criminalize ID Theft: Make It a Felony.

Colorado is only one of two states and the District of Columbia that has not made identity theft a felony.  CoPIRG believes that this is a contributing factor behind Colorado increasingly having one of the highest per capita rates of identity fraud.      

SIMILAR LEGISLATION: With the exception of Colorado and Vermont, every state in the nation has enacted similar legislation.  

2. Security Freezes for Consumers.

Identity thieves take advantage of the fact that any business with a "permissible purpose" can access a consumer’s credit report for credit or insurance purposes.   To help prevent identity theft, individuals should be able to "freeze" or block access to their credit reports and credit scores derived from them until they affirmatively unlock the files by contacting the credit bureaus and providing a security code.  

Specifically, consumers should have the right to prevent credit bureaus from releasing their credit reports and credit scores for the purpose of issuing new extensions of credit.   With the security freeze activated, if an identity thief attempts to take out credit in a consumer's name, the creditor would not have access to the consumer's credit report and consequently would not approve the application. Security freezes, however, would not apply to any person or entity with which consumers have existing accounts, nor to a limited number of other parties who may access the files for purposes not related to issuing credit.  

This proposed law would allow consumers to give credit file access to selected users through the use of a security code or a temporary exemption to the freeze.  In addition, credit bureaus would be required to notify consumers following new business requests (not from current creditors) for their credit reports or scores in order to assist consumers in detecting illegitimate access as well as attempted or actual fraud.

A state law establishing a security freeze right should not be preempted by the federal Fair Credit Reporting Act.  No provision of federal law preempts the ability of a state to restrict when a credit reporting agency allows access to a credit report.  Federal law addresses the contents of credit files, not who can see them.  Federal law also requires credit bureaus, upon the request of a consumer to: (1) put a fraud alert into the consumer's file to warn potential users of the report that new credit should not be extended without first verifying the identity of the credit applicant, and (2) block the reporting of any information in a consumer's file that the consumer identifies as information resulting from an identity theft.  States are preempted from imposing requirements regarding the same conduct required by certain specific provisions of federal law, such as these provisions.  States are not preempted from other steps to prevent or mitigate identity theft.  States should be free to enact security freeze legislation.

Similar Legislation: Currently, California, Louisiana, Texas, and Vermont have passed versions of security freeze legislation.
 Texas and Vermont's statutes are limited to victims of identity theft.  At least fourteen additional states are considering legislation to give consumers the right to place a security freeze on their credit file.

3.  Protection For Credit Header Information.

The term "credit header" refers to the personal identifying information in a consumer's credit file, including a consumer's name, address, telephone number, social security number, mother's maiden name, and birth date.  The unrestricted use and sharing of this information can put consumers at serious risks if identity theft as well as other harms.
  Unfortunately, with the exception of the consumer's age, this kind of sensitive, personal identifying information is not covered by the protections of the federal Fair Credit Reporting Act.
   As a result, for years the credit bureaus routinely sold this information in bulk to direct marketers, private investigators, and others.

Currently, the federal Gramm-Leach-Bliley Act regulations do provide some protections for this data, but those restrictions are limited.
   Under the rules, a credit bureau is free to sell consumers' credit header data if the financial institution that gave the bureau the information had first provided its customers with notice and the opportunity to opt out of the sharing.
 In addition, any personal identifying information that the credit bureau itself collects directly from consumers also can be sold, subject to the bureau's privacy policy.  Experian, for example, acquires consumers' personal information when validating consumers' identities for access to online credit reports and monitoring services.  Experian's privacy policy suggests that this information is then shared with its affiliates unless the consumer opts-out, and for some of its products, the information is shared with non-affiliated third parties.
 
Colorado should close these credit header loopholes by limiting the release of this data only to those individuals who would have a permissible purpose to obtain a consumer's credit report under the federal Fair Credit Reporting Act.  

Similar Legislation:  A similar proposal is under consideration in Massachusetts.  In addition, bills introduced in the last three Congresses by Representative Clay Shaw (R-FL) would close the credit header loophole. 

4.  Consumer-Driven Credit Monitoring.

The prevalence of identity theft and credit report errors requires consumers to be vigilant in monitoring their credit reports to detect fraud and inaccuracies.  Federal law soon will allow consumers one annual free credit report from each of the national credit bureaus.  While this is an important consumer protection, checking a credit report once a year will not ensure early detection of fraud and mistakes.  The major credit reporting agencies take advantage of this fact by marketing their expensive credit monitoring services to consumers as solutions.  This marketing is inappropriate because often the credit reporting agencies' own lax procedures either cause or facilitate the inaccuracies and fraud that they purport to protect against.   In addition, the credit reporting agencies have a statutory duty to take reasonable steps to ensure the maximum possible accuracy of consumers' credit reports.  As such, they should be providing consumers with regular, affordable access to their reports so that mistakes may be identified and corrected.  

While the federal Fair Credit Reporting Act does preempt states from requiring credit reporting agencies to provide consumers with more than annual free access to their reports
, states retain the right to regulate the price of non-free credit reports.  Colorado should allow consumers monthly access to their credit reports for a fee of two dollars per month; additional reports would cost eight dollars.  It also should require bureaus to provide reports to consumers within twenty-four hours of receiving a request.  

similar legislation: Credit monitoring services are a fairly new product, and to date no state has regulated their price; however, both Massachusetts and Connecticut are currently considering similar proposals,  

5. Prevention Of And Protection From Security Breaches.

Recent studies have confirmed that the crime of identity theft claims millions of victims each year, costing both victims and the companies that lawfully collect consumer information billions of dollars in losses. Any entity that collects and maintains personal customer information as part of business operations has a legal obligation to establish security procedures to maintain the confidentiality and integrity of that data. A necessary component of any security procedure is a plan of notice and response in the event that personal data is at risk of being compromised. For consumers, notice of even a potential breach is necessary to prevent or quickly remedy the problem if a financial institution’s information security systems fail. 

Similar Legislation: Currently, California’s Security Breach Information Act is the only state law addressing this issue.
  As a result, when criminals recently obtained access to tens of thousands of consumers social security numbers and personal information through the data broker Choicepoint's records, only California residents were warned that their personal information had been accessed by criminals.

6. Social Security Number Protection.

The widespread use of the social security number (SSN) as an identifier makes it relatively easy for thieves to fraudulently use consumers' SSNs to assume their identities and gain access to financial accounts and other sensitive information.   As such, the use of consumers' SSNs for transactions, credit applications, or on drivers’ licenses and other identification should be limited or prohibited.  Social Security numbers are the keys to a consumer’s financial identity. No person should be required or coerced into providing a SSN for any employment application, credit application or other transaction, except for Social Security, Medicare, or Medicaid purposes. Similarly, universities, health insurers and the military should not use SSNs as identifiers in information systems or on identification cards.  The sale or public display of SSNs also should be restricted. Limiting the collection and approved uses of the SSN would help to reduce new cases of identity theft

Last year, Colorado passed a law that prohibits state and local governments from using SSNs on identification cards they issue.  This was an important first step in protecting consumers' SSNs, but additional protections should be enacted.

SIMILAR LEGISLATION: Several states, including Arizona, California, Connecticut, Illinois, and Texas have enacted legislation regarding the private sector use of SSNs.
  Arizona's statute also adds certain restriction for state agencies and political subdivisions.  Many other states have passed legislation limiting schools from using the SSN as a student identifier, and limiting the disclosure of SSNs on certain public records, but according to a recent General Account Office study, SSNs in federal public records are more protected than those in state public records. 
  

7. Adequate Destruction of Personal Records.

In order to prevent sensitive personal information from falling into the hands of identity thieves, Colorado should set specific standards for how businesses should dispose of records containing information that could be used to impersonate an individual.  Section 216 of the FACT Act requires the Federal Trade Commission, and other federal agencies, to issue regulations regarding the proper disposal of consumer information that is derived from credit reports.  While these regulations can be an important tool in combating identity theft, they apply only to information from credit reports.  Colorado should require businesses to take reasonable measures to protect against unauthorized access to or use of records containing personal information when disposing of them, and should extend this require​ment to any third-party vendors engaged to dispose of such records.  The FACT Act does not preempt states from enacting such provisions; in fact, it explicitly states that the federal disposal provision shall not be construed to alter or affect any disposal requirement imposed under any other law.

Last year, Colorado passed a law requiring government and businesses to establish policies for the proper destruction of documents containing consumers' personal information.  Colorado now should ensure a baseline standard for document destruction and also extend this requirement to any third-party venders that businesses hire to dispose of records.

Similar Legislation: Several states, including California, Georgia, and Wisconsin, have enacted legislation similar to this proposal.
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2003 Changes to the Fair Credit Reporting Act: 
Important Steps Forward at a High Cost 
With passage of HR 2622, the Fair and Accurate Credit Transactions Act, Congress significantly amended the Fair Credit Reporting Act (15 USC 1681 et seq.), which provides consumer protections regarding the use, accuracy and privacy of consumer credit reports.  This law, originally passed in 1970, ensures that consumers have access to information about them that lenders, insurers, and others obtain from credit bureaus and use to make decisions about providing credit and other services.  Amendments passed in 1996 provided new consumer rights to improve accuracy of reports, but in exchange for these increased consumer rights, states were temporarily preempted from passing stronger protections in a few specific areas of the law.  Those preemptions were scheduled to expire on January 1, 2004, which thrust this important law into the spotlight in 2003 as industry lobbyists sought to make those preemptions permanent.  

The changes to the Fair Credit Reporting Act passed by Congress this year make some improvements for consumers to increase the accuracy of credit reports, prevent identity theft, and restrict the marketing of financial products using sensitive information that is shared with affiliates.  In addition the FCRA amendments provide for one free credit report per year from each agency and guarantee consumers access to credit scores at a reasonable fee.  However, these improvements come at the very high price of permanent preemption of state action in the areas preempted since 1996, as well as expansion of preemption to include several new areas addressed in this year’s legislation. In addition, many of the new consumer protections provided in the 2003 amendments solely rely on agency enforcement and explicitly do not allow consumers a federal private right of action to sue violators.

Except where specifically indicated, these changes will be effective within one year of enactment.  The Federal Reserve Board and the Federal Trade Commission (FTC) have two months to issue regulations establishing effective dates for each section, which should occur as early as possible, but no later than ten months after the issuance of these regulations or no later than 365 days following the signing of Public Law 108-159 on 4 December 2003. 

ID THEFT

Prior to enactment of the FACT Act, Congress had only enacted one law in response to the growing crime of identity theft. In 1998, Congress made identity theft a felony and ordered the FTC to coordinate federal efforts to monitor the crime. The FACT Act makes several changes to the FCRA, largely based on already-enacted state laws.

One Call Fraud Alerts: Establishes the right of any consumer to request a fraud alert for 90 days or, if a consumer provides an “identity theft report” (which could include an FTC ID theft affidavit if filed with a law enforcement agency), the consumer could place an extended fraud alert of seven years in his or her credit file.  The alert must be included with a credit report and with the delivery of a credit score.  Users of reports and scores have a new duty to honor fraud alerts.  They cannot issue a new credit line, extension of credit, new cards or a requested higher credit limit on existing accounts unless the consumer is called or other reasonable verification steps are taken.  Any national credit bureau contacted by a consumer must inform other bureaus that a fraud alert has been placed (one-call fraud alert).  Non-national bureaus are required to advise consumers how to contact national bureaus.  Persons who file an extended fraud alert are automatically opted out of pre-screening for five years.  Active duty military personnel gain the right to request one-year “active-duty” alerts.  All consumers who place an alert may receive a free credit report.  Persons who place an extended fraud alert may also get two free reports in the first year.

Trade Line Blocking: Requires Consumer Reporting Agencies (CRAs, or credit bureaus) to block fraudulent trade lines when a consumer provides an identity theft report, provided that it has been filed with a law enforcement agency.

Business Records Disclosure:  Allows ID theft victims with a police report (a higher standard than “identity theft report”) to request and get copies of records from businesses where a thief opened accounts or obtained goods or services, to help clear their names.  The business may insist on a police report, and may take 30 days to provide the information.

Red Flag Guidelines for New Accounts and Change of Address Verification: Regulators are required to establish guidelines for issuers to follow to identify patterns and practices leading to identity theft.  The regulations will require reasonable procedures to comply with the guidelines.  The regulations will also require card issuers to verify changes of address in certain circumstances (e.g. when a request for a new card comes within 30 days following a change of address).

Credit Card Number Truncation On Consumer Reports:  Requires credit card machines to truncate all credit and debit card numbers on non-manual receipts by 2007.

Social Security Number Truncation:  Allows a consumer to request that the credit report disclosed to the consumer truncate any included Social Security Numbers.

Prohibits Sale or Collection of ID Theft Debts:  Prohibits any person or business from selling, transferring, or placing for collection any item subject to an identity theft trade line block or debt which resulted from identity theft once the block has been placed and the creditor has notice of the block.  (However, there is an exemption for information provided in the securitization of debts)  

Debt Collector Notice Requirements: Any third party debt collector that is notified that the debt they are trying to collect may be fraudulent must notify the third party and also must provide the consumer upon request with notice of his or her rights in debt collection.

Prevention of Repollution: Creditors and others who furnish information to a Credit Reporting Agency (CRA) and who are notified by a CRA of the existence of an identity theft trade line block must maintain reasonable procedures to prevent refurnishing (repollution) of the information arising from the ID theft.  A furnisher receiving an identity theft report at a proper address may not refurnish such information unless it subsequently verifies that information.

ACCURACY, ACCESS TO REPORTS AND REINVESTIGATIONS

Studies have shown that credit reports and resulting credit scores are often inaccurate or incomplete, resulting in consumers paying too much for credit. Further, consumers face difficulty-fixing mistakes.  (The major provision of the 1996 amendments was the imposition, for the first time, of duties on companies providing information to credit bureaus, known as furnishers.) The following FACT Act amendments address accuracy, access and reinvestigations. 

Annual Free Credit Reports: Each national credit bureau must provide a free report upon request within 15 days of a request by phone, Internet, or mail through a one-call centralized source to be established by the FTC within a year.  Reports will also be available from specialty bureaus, such as landlord – tenant or insurance reporting services, with the method of distribution to be established in regulations to be issued within six months, effective six to nine months thereafter.  States are preempted from increasing the frequency of the provision of free reports (free report laws in Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Vermont are “grandfathered”).

Reinvestigations: CRAs have 45 days to conduct reinvestigations of disputed items resulting from free report requests (compared to 30-45 days for all other reinvestigations).  This does not apply if the CRA has not been continuously providing consumer reports for 12 months preceding request.

FTC To Create Summary Of Rights For Consumers:  These rights include the availability of free credit reports, the right to dispute information in a credit report, and how to request and obtain credit score.  The summary of rights will be distributed with adverse action notices (if a consumer is denied or offered credit at less than favorable terms) and actively promoted by FTC and posted on its website.  This summary must also tell consumers that they may have additional rights under state law.
Credit Bureaus Must Provide Credit Scores, and information on up to four key factors (or five factors if the number of inquiries was a factor and not among the four key factors) adversely affecting a consumer’s score.  Bureaus can charge a “fair and reasonable fee” for score, as determined by the FTC.  This does not apply to mortgage scores, such as those created by automated underwriting programs.

Mortgage Lenders Must Provide Credit Scores, and information on key factors lowering a consumer’s score to those who apply for mortgages.  No fee is authorized for this disclosure.  States are preempted from acting further regarding the disclosures of credit scores for credit granting purposes (California and Colorado statutes grandfathered).   States are allowed to continue to act in the area of insurance scores, credit based scores used in connection with insurance, and credit score issues other than disclosure issues.

One-Time Written Notification That Negative Information Will Be Or Has Been Sent To Credit Bureaus: Any financial institution that submits negative information to national CRA must give consumers one-time written notice that they have done so or will do so.  This notice may be included in a notice of default or a billing statement, but not with Truth in Lending disclosures.

New Risk Based Pricing Notice: Existing law provides that consumers who are denied credit or services or required to pay extra for credit due to their credit report receive an “adverse action notice” triggering their credit reporting rights. The FACT Act establishes a new notice for certain additional circumstances. Whenever credit is extended on terms “materially less favorable than the most favorable terms available to a substantial proportion of consumers” from that creditor, creditors must provide notice that the terms offered are based on information in a consumer’s credit report and that the consumer can request a free copy of the report.  (No civil enforcement is allowed -- federal enforcement only. States are preempted from acting further with respect to the notice.)

Guidelines/Regulations On Accuracy And Integrity Of Information:  The FTC and financial regulators are to create guidelines for accuracy and integrity of information and require furnishers of information to establish reasonable policies and procedures to implement guidelines.  

Higher Standard For Furnishers Of Information To CRAs:  Under pre-revision rules, those who provide information to credit reporting agencies were not allowed to report inaccurate information if they knew or consciously avoided knowing that the information was inaccurate. The new standard prohibits reporting of inaccurate information if the furnisher “knows or has reasonable cause to believe that the information is inaccurate.”  

Consumers Can Dispute Incorrect Information Directly With Furnisher:  Under pre-revision rules, furnishers of information were only required to perform a reinvestigation of the accuracy of information if they received a complaint from a consumer via a credit-reporting agency.  The new law requires financial regulators and the FTC to prescribe regulations outlining circumstances when creditors and other furnishers of information to CRAs should reinvestigate complaints that come directly from a consumer.  (Exempts disputes filed by credit repair organizations. This new right does not provide a private right of action .)

FTC Compilation And Report On Complaints Regarding Credit Reports:  CRAs must report on the determinations made based on such complaints.  Requires the FTC to compile an annual report on the outcome of these complaints.

Study Of Accuracy And Completeness Of Consumer Reports:  The Federal Reserve Board and FTC must study and report to Congress (twelve months after enactment) on the compliance of CRAs and furnishers regarding the accuracy of items by consumers, the completeness of information provided to CRAs, and the correction and deletion of inaccurate or incomplete information.  

Improved Disclosure Of Results Of Reinvestigation: CRAs must notify furnishers when changes are made because of a reinvestigation based on a consumer complaint about a credit reporting error.

Requirement For Furnishers To Update Records: Furnishers must change records, delete records, or permanently block reporting to CRAs of information found to be inaccurate or incomplete.

Notification Of Address Discrepancy: CRAs must notify anyone requesting a consumer’s report if the address on the request substantially differs from the address in the consumer’s file.

Reasonable Reinvestigation:  Clarifies the obligation on CRAs to reinvestigate items of disputed accuracy by requiring a “reasonable reinvestigation”.

FTC Study And Report on Credit Reporting Issues: The FTC must submit a report within one year on ways to improve operation of the FCRA, including:

· Whether requiring requesters of credit reports to match more points of identifying information before a report is issued would increase accuracy and reduce ID theft;

· The impact of notifying consumers when negative information is added to a report on consumers’ ability to identify errors on credit reports and to remove fraudulent information from reports;

· The impact of requiring that consumers who suffer an adverse action based on a credit report immediately receive a copy of the credit report used for the decision on consumers’ ability to identify errors and remove fraudulent information;

· The impact of including non-traditional transaction information on determining consumers creditworthiness, and how to encourage voluntary reporting of such information, and

· A study on the use of biometrics and other technologies to fight ID theft.

Ongoing FTC Study Of And Reports On The Accuracy And Completeness Of Consumer Reports:  An Interim report is due in one year, and biennially thereafter for eight years.  The final report is due two years after that. 

PRIVACY

The FCRA also requires that users of credit reports have a “permissible purpose” to obtain them, mandates that CRAs maintain the security and integrity of consumer files, and allows consumers to limit certain uses of their reports.

Stronger Opt-Out For Prescreening Based On Credit Report Information:  Prescreened offers of credit must contain a phone number to opt out of such offers in a simple and easy to understand format, as outlined by regulation within one year of enactment.  Extends the duration of the telephone-initiated opt out from two years to five years. (Under current law, a mailed “notice of election” results in a permanent opt out.)   FTC must take measures to increase awareness of the opt out number, and study the opt out process, including current mechanisms available for consumers to opt out, the extent to which consumers are utilizing these measures, the benefits and costs to consumers of receiving prescreened offers of credit or insurance, the impact of further restricting written offers on cost, availability, and consumer knowledge of new products, on competition, and on reaching underserved populations (report due within one year).

New Opt-Out For Marketing Solicitations That Are Based On Information Shared Among Affiliates:  Consumers must be provided the opportunity to opt out of receiving solicitations for marketing purposes based on information shared among corporate affiliates, effective for at least five years, after which the consumer must be given notice and the opportunity to opt out again.  Exempts marketing when a preexisting relationship has existed with customers within 18 months, for employee benefit plans, and to perform services on behalf of an affiliate (but one affiliate cannot solicit on behalf of an affiliate that is prohibited from soliciting), and in response to communications initiated by the consumer or in response to solicitations initiated by or requested by consumer.  Does not apply to information received prior to the effective date of regulations.  This notice can be combined with other notices.  (Regulations will be issued within nine months; effective six months after issuance).

Study Of Information Sharing: Requires federal financial services agencies and the FTC to study the following:  the purposes for which affiliate sharing information is used; the types of information shared with affiliates; choices provided to consumers regarding control of sharing and the degree to which consumers use options; if information is used for employment or hiring, or for general publication of such information; and the information sharing practices that financial institutions and other creditors and users of consumer reports employ for purposes of credit underwriting or evaluation.  (Report due within three years, and required every three years thereafter in identifying changes in use of information and reduced need for credit reports as a result.)

Disposal Of Consumer Information And Records Containing Consumer Information:  Final regulations due within one year, and will address methods of disposal but not require the destruction of records.

Medical Information Protections:  Any medical information in a consumer report must be coded to obscure the specific healthcare provider and the nature of medical services provided.  Creditors are prohibited from obtaining or using medical information in credit decisions.  (Final regulations for limitation on creditors due within six months, effective 90 days thereafter.)  Prohibits the sharing among affiliates of medical information, including individual or aggregate lists based on payments for products or services.  (The remainder of the medical privacy section is effective 180 days after enactment.)  Medical providers must identify themselves as such within 15 months. 

OTHER IMPORTANT PROVISIONS

Statute of Limitations:  Amended to overturn Supreme Court decision in Andrews vs. TRW and provide for opportunity to sue two years following discovery or five years following date of violation, whichever is earlier.

Credit Score Study:  Requires the FTC, the Federal Reserve Board and HUD to study and report on (within two years) the effects of the use of credit scores and credit-based insurance scores on the availability and affordability of financial products and services for all Americans, and for various minority groups, as well as any negative or differential treatment of protected classes under the Equal Credit Opportunity Act. 

STATE PREEMPTIONS

The original 1970 FCRA provided that the law would provide minimum federal protections that the states could exceed. The 1996 amendments provided that states would be preempted from enacting stronger laws in seven particular provisions of the FCRA, but only until 1 January 2004, unless Congress acted to renew the preemptions.  

1) The FACT Act makes permanent the seven preemptions enacted in 1996 and otherwise set to expire.  These cover: 

· Prescreening of consumer reports;

· The time frames for handling accuracy disputes;

· The duties of persons who take adverse actions (notices and disclosures);

· The duties of persons who use consumer reports in connection with credit or insurance transactions not initiated by a consumer;

· Information contained in consumer reports; 

· The duties of furnishers of information to consumer reporting agencies, and

· The sharing information among affiliates (although the interplay between this provision and other federal laws, such as the Gramm-Leach-Bliley Act, authorizing state action has not been determined). 

2) The FACT Act enacts the following new preemptions. These cover:

· The obligation on businesses who grant credit or provide goods or services to ID thieves to provide information to victims;

· Consumers’ rights to opt out of solicitations based on affiliate shared information ;

· Risk based pricing notices;

· Annual free credit reports (with grandfathering of existing laws), and

· Credit score disclosure by CRAs and by mortgage lenders when the score is for credit granting purposes;

3) The FACT Act enacts narrower ID theft preemptions, whereby state laws are restricted only with respect to the “conduct required by the specific provisions of” these identified sections of the FCRA:

· The truncation of credit or debit card numbers on receipts;

· The placement of fraud alerts and active duty military alerts;

· The blocking of information resulting from ID theft;

· Allowing consumer to request truncation of Social Security Numbers on communications sent to them;

· Red flag guidelines regarding ID theft;

· Prohibiting the sale or collection of debts resulting from ID theft and requiring third party debt collectors to notify creditors if they learn that a debt has resulted from ID theft;

· The referral process between CRAs regarding ID theft complaints, fraud alerts, and blocking of information;

· Various disclosures, including the summary of rights to obtain credit report and score and to dispute information, the summary of ID theft victim rights, and the right of ID theft victim to get information from businesses;

· Procedures to prevent refurnishing of information resulting from ID theft;

· Annual free credit reports for ID theft victims (this is listed in two parts of the bill), and 

· The disposal of records containing information from credit report.
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